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Using cyclictest

cyclictest -S
policy: other/other: loadavg: 18.22 20.48 22.41 35/1617 70975

T: 0 (60) P: 0 I:1000 C: 670 Min: 53 Act: 1195 Avg: 172 Max: 11469
T: 1 (61) P: 0 I:1500 C: 457 Min: 53 Act: 104 Avg: 189 Max: 5447
T: 2 (62) P: 0 I:2000 C: 352 Min: 53 Act: 110 Avg: 166 Max: 5948

thread (pid) priority interval count latency in us
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Using cyclictest + priority

cyclictest -S -p 90
policy: fifo: loadavg: 21.57 20.84 22.42 19/1614 70992

T: 0 (77) P:90 I:1000 C: 758 Min: 2 Act: 7 Avg: 26 Max: 101
T: 1 (78) P:90 I:1500 C: 504 Min: 2 Act: 9 Avg: 26 Max: 109
T: 2 (79) P:90 I:2000 C: 379 Min: 2 Act: 9 Avg: 27 Max: 96

thread (pid) priority interval count latency in us
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Using cyclictest + priority + interval

cyclictest -S -p 90 -i 250 -d 0
policy: fifo: loadavg: 23.28 21.24 22.52 65/1614 71010

T: 0 (95) P:90 I:250 C: 2799 Min: 3 Act: 5 Avg: 6 Max: 40
T: 1 (96) P:90 I:250 C: 2799 Min: 3 Act: 4 Avg: 5 Max: 87
T: 2 (97) P:90 I:250 C: 2799 Min: 3 Act: 6 Avg: 7 Max: 57

thread (pid) priority interval count latency in us
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What are the requirements for real time?

High resolution ”time” (clocksource)
High resolution ”delay” (clockevents, ”oneshot”)
Prioritize user threads over interrupts
Locking with priority inheritance
A quick task scheduler
Maybe debugging infrastructure
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What do we have as of v2.6.0?

None of the above
O(n) scheduler in v2.4.
Scalable scheduler in v2.5.1.10
Ultra-scalable O(1) SMP and UP scheduler 2.5.2-pre6
[PATCH] Read-Copy Update infrastructure in v2.5.37-mm1 / v2.6
series
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https://git.kernel.org/tglx/history/c/908920b1d370e
https://patch.msgid.link/Pine.LNX.4.33.0201040050440.1363-100000@localhost.localdomain
https://git.kernel.org/tglx/history/c/1477a825d7e64


The start of real time

First announcement: [ANNOUNCE] Linux 2.6 Real Time Kernel by
Sven-Thorsten Dietrich 08 Oct 2004 against v2.6.9-rc3.
The debate began
Ingo Molnar is working (among other things) on Voluntary
Preempt, [patch] VP-2.6.9-rc4-mm1-T5 11 Oct 2004

• Merged into v2.6.13-rc1 as [PATCH] sched: voluntary kernel
preemption

Ingo started doing realtime preempt [patch] Real-Time
Preemption, -VP-2.6.9-rc4-mm1-U0 14 Oct 2004
Thomas Gleixner picked up [ANNOUNCE] 2.6.15-rc5-hrt2 - hrtimers
based high resolution patches 12 Dec 2005, with hrtimers.
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https://patch.msgid.link/41677E4D.1030403@mvista.com
https://patch.msgid.link/20041011215909.GA20686@elte.hu
https://git.kernel.org/torvalds/c/f8cbd99bd3a02
https://git.kernel.org/torvalds/c/f8cbd99bd3a02
https://patch.msgid.link/20041014002433.GA19399@elte.hu
https://patch.msgid.link/20041014002433.GA19399@elte.hu
https://patch.msgid.link/1134385343.4205.72.camel@tglx.tec.linutronix.de
https://patch.msgid.link/1134385343.4205.72.camel@tglx.tec.linutronix.de


The timeline
lockdep [patch 00/61] ANNOUNCE: lock validator -V1

• merged into v2.6.18-rc1 as [PATCH] lockdep: core
Modular Scheduler Core and Completely Fair Scheduler [CFS]

• against v2.6.21-rc6
• Merged as (”sched:cfs core code”) in v2.6.23

hrtimer hrtimer - High-resolution timer subsystem
• merged into v2.6.16-rc1 as [PATCH] hrtimer: hrtimer core code
• High-Res-Timers (HRT) by George Anzinger in
v2.6.13-rc4-RT-V0.7.53-00-realtime-preempt

• replaced by ktimers by Thomas Gleixner in v2.6.13-rt5
Futex LOCK_PI, priority inheritance

• appeared first in v2.6.16-rc6-rt1
• merged into v2.6.18-rc1 as [PATCH] pi-futex: futex_lock_pi/
futex_unlock_pi supportSebastian A. Siewior Linutronix GmbH 12

https://patch.msgid.link/20060529212109.GA2058@elte.hu
https://git.kernel.org/torvalds/c/fbb9ce9530fd9
https://patch.msgid.link/20070413202100.GA9957@elte.hu
https://git.kernel.org/torvalds/c/dd41f596cda0d
https://patch.msgid.link/20051206000126.589223000@tglx.tec.linutronix.de
https://git.kernel.org/torvalds/c/c0a3132963db6
https://git.kernel.org/torvalds/c/c87e2837be82d
https://git.kernel.org/torvalds/c/c87e2837be82d


Priority inheritance / PI boost

for pthread_mutex_lock() locks with PTHREAD_PRIO_INHERIT
for spin_lock(), mutex_lock(), (not for RW locks)
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The timeline
genirq [patch 00/50] genirq: -V3 against 2.6.17-rc4, 17 May 2006.

• appeared first in v2.6.14-rc3-rt1
• merged into v2.6.18-rc1 as [PATCH] genirq: core

clockevents/ HIGHRES High resolution timer / dynamic tick
update

• merged into v2.6.21-rc1 as [PATCH] clockevents: add core
functionality

PREEMPTible RCU Real-Time Preemption and RCU (2005)
• merged into v2.6.25-rc1 as Preempt-RCU: implementation
• appeared first in v2.6.12-rc1-V0.7.41-06-realtime-preempt (2005)
• RFC post RCU: Preemptible RCU (2007)
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https://patch.msgid.link/20060517001310.GA12877@elte.hu
https://git.kernel.org/torvalds/c/6a6de9ef5850d
https://patch.msgid.link/20070123211159.178138000@localhost.localdomain
https://patch.msgid.link/20070123211159.178138000@localhost.localdomain
https://git.kernel.org/torvalds/c/d316c57ff6bfa
https://git.kernel.org/torvalds/c/d316c57ff6bfa
https://patch.msgid.link/20050318002026.GA2693@us.ibm.com
https://git.kernel.org/torvalds/c/e260be673a15b
https://patch.msgid.link/20070910183004.GA3299@linux.vnet.ibm.com


Tracing ftrace, v16 (JUN 2008)
• merged into v2.6.27-rc1 as ftrace: add basic support for gcc profiler
instrumentation

• in RT as ”preemption latency trace” since
v2.6.9-rc4-mm1-U6-realtime-preempt

• initial RFC in 2004 mcount tracing utility
• follow up in JAN 2008 mcount and latency tracing utility -v7
• FTRACE appeared first in v2.6.24.2-rt2

Dynamic ftrace whoopsie.
• e1000e losses firmware e1000e: 2.6.27-rc1 corrupts EEPROM/NVM
• duct tape in v2.6.27-rc9: e1000e: write protect ICHx NVM to prevent
malicious write/erase

• Source disable CONFIG_DYNAMIC_FTRACE … has been merged into
v2.6.27.1.

• LWN article
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https://patch.msgid.link/20080612075425.GB18419@elte.hu
https://git.kernel.org/torvalds/c/16444a8a40d4c
https://git.kernel.org/torvalds/c/16444a8a40d4c
https://patch.msgid.link/20080103071609.478486470@goodmis.org
https://patch.msgid.link/20080130031521.258552785@goodmis.org
https://patch.msgid.link/489C2457.5030104@csr.com
https://git.kernel.org/torvalds/c/4a7703582836f
https://git.kernel.org/torvalds/c/4a7703582836f
https://patch.msgid.link/alpine.DEB.1.10.0810151815110.18960@gandalf.stny.rr.com
https://git.kernel.org/stable/c/d23d43386311f
https://lwn.net/Articles/304105/


The timeline
threaded interrupts genirq: add infrastructure for threaded
interrupt handlers 01 Oct 2008

• merged into v2.6.30-rc1 as genirq: add threaded interrupt handler
support

• git grep request_threaded_irq | wc -l ⇒ 1129 in v6.11-rc6
raw_spinlock_t locking: name space cleanup and -rt spinlock
annotation

• merged into v2.6.33-rc1 as locking: Implement new raw_spinlock
CPU hotplug rework cpu/hotplug: Core infrastructure for cpu
hotplug rework

• merged into v4.6-rc1 as cpu/hotplug: Convert to a state machine for
the control processor
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https://patch.msgid.link/20081001223213.078984344@linutronix.de
https://patch.msgid.link/20081001223213.078984344@linutronix.de
https://git.kernel.org/torvalds/c/3aa551c9b4c40
https://git.kernel.org/torvalds/c/3aa551c9b4c40
https://patch.msgid.link/20091206110944.492100233@linutronix.de
https://patch.msgid.link/20091206110944.492100233@linutronix.de
https://git.kernel.org/torvalds/c/c2f21ce2e3128
https://patch.msgid.link/20160226164321.657646833@linutronix.de
https://patch.msgid.link/20160226164321.657646833@linutronix.de
https://git.kernel.org/torvalds/c/cff7d378d3fdb
https://git.kernel.org/torvalds/c/cff7d378d3fdb


The timeline
Decouble preempt_disable() from pagefault_disable() [PATCH v1
00/15] decouple pagefault_disable() from preempt_disable()

• merged into v4.8-rc1 as sched/preempt, mm/fault: Decouple
preemption from the page fault logic

Non-cascading timer wheel [patch 00/20] timer: Refactor the
timer wheel

• merged into v4.8-rc1 as timers: Switch to a non-cascading wheel
• Not in RT first, lowered IRQ-off time.

seqcount_t rework [PATCH v1 00/25] seqlock: Extend seqcount
API with associated locks

• merged into v5.9-rc1 as seqlock: Extend seqcount API with
associated locks
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https://patch.msgid.link/1431359540-32227-1-git-send-email-dahi@linux.vnet.ibm.com
https://patch.msgid.link/1431359540-32227-1-git-send-email-dahi@linux.vnet.ibm.com
https://git.kernel.org/torvalds/c/8222dbe21e793
https://git.kernel.org/torvalds/c/8222dbe21e793
https://patch.msgid.link/20160613070440.950649741@linutronix.de
https://patch.msgid.link/20160613070440.950649741@linutronix.de
https://git.kernel.org/torvalds/c/500462a9de657
https://patch.msgid.link/20200519214547.352050-1-a.darwish@linutronix.de
https://patch.msgid.link/20200519214547.352050-1-a.darwish@linutronix.de
https://git.kernel.org/torvalds/c/55f3560df975f
https://git.kernel.org/torvalds/c/55f3560df975f


seqcount_t, non-PREEMPT_RT

CPU0

spin_lock(&l);

write_seqcount_begin(&s)

write_seqcount_end(&s)

CPU1

read_seqcount_begin(&s)s is odd

s is even

spin until s is even

read_seqcount_end(&s)

spin_unlock(&l);
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seqcount_t with PREEMPT_RT

Task0

spin_lock(&l);

write_seqcount_begin(&s)

write_seqcount_end(&s)

Task1 (higher priority)

read_seqcount_begin(&s)s is odd

s is even

spin until s is even

read_seqcount_end(&s)

spin_unlock(&l);
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seqcount_t with PREEMPT_RT + rework

Task0

spin_lock(&l);

write_seqcount_begin(&s)

write_seqcount_end(&s)

Task1

read_seqcount_begin(&s)s is odd

s is even

acquire lock if odd

read_seqcount_end(&s)

spin_unlock(&l);
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The timeline
migrate_disable() [PATCH 0/9] sched: Migrate disable support

• merged into v5.11-rc1 as sched: Add migrate_disable()
• needed due this_cpu: Introduce this_cpu_ptr() and generic
this_cpu_* operations since v2.6.33-rc1

• Not a problem in v2.6.33-RT due to low number of users.
• in RT since v3.0-rc7-rt0

local_lock_t [PATCH v3 0/7] Introduce local_lock()
• merged into v5.8-rc1 as locking: Introduce local_lock()
• in RT since v3.0-rc7-rt0

Any context printk ringbuffer printk: replace ringbuffer
• merged into v5.10-rc1 as printk: add lockless ringbuffer
• first appeared in v5.0.3-rt1 (using a recursive cpu-sync-lock)
• first appeared in v5.9.1-rt18 (lockless, as is in mainline today)
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https://patch.msgid.link/20200921163557.234036895@infradead.org
https://git.kernel.org/torvalds/c/af449901b84c9
https://git.kernel.org/torvalds/c/7340a0b15280c
https://git.kernel.org/torvalds/c/7340a0b15280c
https://patch.msgid.link/20200527201119.1692513-1-bigeasy@linutronix.de
https://git.kernel.org/torvalds/c/91710728d1725
https://patch.msgid.link/20200709132344.760-1-john.ogness@linutronix.de
https://git.kernel.org/torvalds/c/b6cf8b3f3312e


Who is using PREEMPT_RT over the years?
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WAGO PLC on a DIN-rail

Accessing I/Os over IEC. Max. cycle 150ms.
wago.com
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https://www.wago.com/


KEBA (injection molding)

Accessing I/Os, Max cycle 500us
KePlast-i-Serie
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https://www.keba.com/de/industrial-automation/industries/plastics/ueberblick


Engel Victory as a model by Lego (40502)

plastverarbeiter.de
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https://www.plastverarbeiter.de/verarbeitungsverfahren/lego-fuer-spritzgiess-fans.html


Engel Victory

Mould change
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https://youtu.be/A6Su8YjgyDQ


Keba KeMotion/ robotics

Keba cycletime up to 4ms, communicate with I/Os and drive motor
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https://www.keba.com/de/industrial-automation/industries/robotics/ueberblick


Dürr robots

Interior painting at VWWolfsburg
Kässbohrer PistenBully
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https://youtu.be/LHXEeSr0KAE
https://youtu.be/E_VrZvpvH5E


Trumpf TruControl

Trumpf
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https://www.trumpf.com/en_INT/products/lasers/disk-lasers/trudisk/


Trumpf TruControl

Trumpf

Sebastian A. Siewior Linutronix GmbH 30
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Trumpf TruControl

Trumpf
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https://www.trumpf.com/en_INT/products/lasers/disk-lasers/trudisk/


Trumpf TruControl (welding)

Trumpf
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https://www.trumpf.com/en_INT/products/lasers/disk-lasers/trudisk/


Trumpf TruControl (welding)

Trumpf

Communication over network, less than 2ms to exchange data.
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https://www.trumpf.com/en_INT/products/lasers/disk-lasers/trudisk/


Trumpf VisionLine

Trumpf
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https://www.trumpf.com/en_INT/products/lasers/sensor-system/image-processing-for-cutting-welding-applications/


Trumpf VisionLine

Trumpf
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https://www.trumpf.com/en_INT/products/lasers/sensor-system/image-processing-for-cutting-welding-applications/


Trumpf VisionLine

Trumpf
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https://www.trumpf.com/en_INT/products/lasers/sensor-system/image-processing-for-cutting-welding-applications/


Trumpf VisionLine

Trumpf
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https://www.trumpf.com/en_INT/products/lasers/sensor-system/image-processing-for-cutting-welding-applications/


Trumpf VisionLine

Trumpf
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https://www.trumpf.com/en_INT/products/lasers/sensor-system/image-processing-for-cutting-welding-applications/


L-Acoustics L-ISA Processor II, spatial audio for Live

l-acoustics
128 in/ out 96kHz, 3ms round trip latency
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https://www.l-acoustics.com/products/l-isa-processor-ii/


L-Acoustics L-ISA Processor II, spatial audio for Live

l-acoustics
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https://www.l-acoustics.com/products/l-isa-processor-ii/


L-Acoustics L-ISA Processor II, spatial audio for Live

Running High
Channel Count Audio Applications on Linux RT - Olivier Petit - ADC23
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https://youtu.be/1TgzjOoiqIs
https://youtu.be/1TgzjOoiqIs


Bon Iver
Returns to Live in L-ISA Immersive
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https://youtu.be/q7kwn6ZoVKM
https://youtu.be/q7kwn6ZoVKM


Ellips - WilhelmWeyers

YT
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https://youtu.be/UA9ice7hWYQ


Ellips - WilhelmWeyers
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https://youtu.be/UA9ice7hWYQ
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https://youtu.be/UA9ice7hWYQ


Ellips - WilhelmWeyers
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https://youtu.be/UA9ice7hWYQ


Ellips - WilhelmWeyers

YT

Sebastian A. Siewior Linutronix GmbH 47

https://youtu.be/UA9ice7hWYQ


Ellips - WilhelmWeyers
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https://youtu.be/UA9ice7hWYQ


Ellips - WilhelmWeyers
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https://youtu.be/UA9ice7hWYQ


Ellips - WilhelmWeyers
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https://youtu.be/UA9ice7hWYQ


Ellips - WilhelmWeyers
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https://youtu.be/UA9ice7hWYQ


Ellips - WilhelmWeyers
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Sebastian A. Siewior Linutronix GmbH 52

https://youtu.be/UA9ice7hWYQ


Ellips - WilhelmWeyers

YT
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https://youtu.be/UA9ice7hWYQ


Ellips - Dr B’s

YT
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https://youtu.be/cTmxyL2l5AI


Ellips - Dr B’s

YT

Sebastian A. Siewior Linutronix GmbH 55

https://youtu.be/cTmxyL2l5AI


Ellips - Dr B’s

YT
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https://youtu.be/cTmxyL2l5AI


Ellips - Dr B’s

YT
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https://youtu.be/cTmxyL2l5AI


Ellips - Dr B’s

YT
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https://youtu.be/cTmxyL2l5AI


Ellips

Vegetables and fruit, from tiny blueberries up to melons.
10th gen of Intel processors, Nvidia GPU
Up to 9 cams per unit and a spectrometer, 10 Gbit ethernet, XDP
Unit controls up to 40 lanes × 72 exits ≈ 3000 actors on the
machine
Speeds of up to 50 cups per second, accuracy of at 1/10th of a cup,
millisecond accuracy in real time threads.
Missed deadline: missed camera images, bad exit. A few rotten
apples in an apple warehouse can make the entire warehouse go
bad.

Sebastian A. Siewior Linutronix GmbH 59



Are we done?
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The pull request
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The pull request
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The pull request
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The pull request
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The pull request
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Next on PREEMPT_RT (printk)

new thread/atomic (nbcon) console infrastructure
• first appeared in v5.0.3-rt1
• atomic part: wire up write_atomic() printing
• threaded part: add threaded printing + the rest
• printk for 6.12

new nbcon drm_log graphic console driver
• Review drm/log: Introduce a new boot logger to draw the kmsg on
the screen

new nbcon imx uart console driver
• RFC serial: imx: Switch to nbcon console
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https://patch.msgid.link/20240820063001.36405-1-john.ogness@linutronix.de
https://patch.msgid.link/20240904120536.115780-1-john.ogness@linutronix.de
https://patch.msgid.link/ZuRRTbapH0DCj334@pathway.suse.cz
https://patch.msgid.link/20240910070733.156127-1-jfalempe@redhat.com
https://patch.msgid.link/20240910070733.156127-1-jfalempe@redhat.com
https://patch.msgid.link/cover.1712303358.git.esben@geanix.com


Next on PREEMPT_RT

ARM and PowerPC are still out of tree.
Finding bad lock constructs. Such as

• Arnaldo Carvalho de Melo reported ’perf test sigtrap’ failing on
PREEMPT_RT_FULL Jul 2023

• Finally addressed perf: Make SIGTRAP and __perf_pending_irq()
work on RT. Jul 2024

• merged into v6.11-rc1 perf: Enqueue SIGTRAP always via task_work.
Continue on removal of the per-CPU lock in local_bh_disable()

• Work started as locking/local_lock: Add local nested BH locking
infrastructure.

• Avoiding per-CPU locking. Networking is largerst stakeholder.
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https://patch.msgid.link/ZMAtZ2t43GXoF6tM@kernel.org
https://patch.msgid.link/ZMAtZ2t43GXoF6tM@kernel.org
https://patch.msgid.link/20240704170424.1466941-1-bigeasy@linutronix.de
https://patch.msgid.link/20240704170424.1466941-1-bigeasy@linutronix.de
https://git.kernel.org/torvalds/c/c5d93d23a2601
https://git.kernel.org/torvalds/c/c5bcab7558220
https://git.kernel.org/torvalds/c/c5bcab7558220


Trace force-threaded interrupts preempted

irq/40−eno0−2034 D. . . 2 681 softirq_raise : vec=3 [action=NET_RX]
irq/40−eno0−2034 . . s .2 681 softirq_entry : vec=3 [action=NET_RX]
irq/40−eno0−2034 d.H.3 690 irq_handler_entry : irq=35
irq/40−eno0−2034 dNH33 692 sched_wakeup: irq/35−ahci prio=44
irq/40−eno0−2034 d. s23 694 sched_switch : prio=49 R+−>irq/35−ahci prio=44

irq/35−ahci−837 d. . 3 1 696 sched_pi_setprio : irq/40−eno0 prio 49 −> 44
irq/35−ahci−837 d. . 2 1 699 sched_switch : prio=44 D−>irq/40−eno0 prio=44

irq/40−eno0−2034 d. s34 715 sched_wakeup: iperf3 prio=120
irq/40−eno0−2034 d. . 2 1 736 sched_switch : prio=49 R+−>irq/35−ahci prio=44

irq/35−ahci−837 D. . 1 3 740 softirq_raise : vec=4 [action=BLOCK]
irq/35−ahci−837 . . s .2 740 softirq_entry : vec=4 [action=BLOCK]
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Trace force-threaded interrupts preempted, patched

irq/38−eno0−2006 D. . . 1 032 softirq_raise : vec=3 [action=NET_RX]
irq/38−eno0−2006 . . s . 1 032 softirq_entry : vec=3 [action=NET_RX]
irq/38−eno0−2006 d.H. 1 033 irq_handler_entry : irq=35 name=ahci
irq/38−eno0−2006 dNH31 034 sched_wakeup: irq/35−ahci prio=44
irq/38−eno0−2006 d. s21 035 sched_switch : prio=49 R+−>irq/35−ahci prio=44

irq/35−ahci−842 D. . 1 2 038 softirq_raise : vec=4 [action=BLOCK]
irq/35−ahci−842 . . s . 1 039 softirq_entry : vec=4 [action=BLOCK]
irq/35−ahci−842 d. s32 041 sched_wakeup: grep prio=120
irq/35−ahci−842 . . s . 1 042 softirq_exit : vec=4 [action=BLOCK]
irq/35−ahci−842 d . . 2 . 043 sched_switch : prio=44 S−>irq/38−eno0 prio=49

irq/38−eno0−2006 . . s . 1 044 softirq_exit : vec=3 [action=NET_RX]
irq/38−eno0−2006 d . . 2 . 051 sched_switch : prio=49 S−>swapper/2 prio=120
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Thank you for your attention

Special thanks to the Linux Foundation
for supporting our efforts to
bring PREEMPT_RT mainline.

<bigeasy@linutronix.de>
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