
Realtime Communication — TSN, DetNet and OPC UA

Industrial real-time systems require both real-time computing and
real-time communication. While Linux provides real-time computing
throughPreempt-RT, real-timecommunication is supportedviaTime-
SensitiveNetworking (TSN). This can be complementedbyOPCUA—
and in particular OPC UA FX— providing a standardized communica-
tionprotocol for industrial use cases capableof replacingproprietary
昀椀eldbus technologies. Additionally, with Deterministic Networking
(DetNet), more complex Layer 3 networks can be realized, enabling
scalableedgeandcloudapplications. Together, TSN,OPCUAFX,and
DetNet provide the foundation for a fully open and interoperable real-
timecommunication stack.

In industrial automation numerous di昀昀erent 昀椀eld
bus technologies like EtherCAT or Pro昀椀bus are utilized
to connect operational equipment. Sensors, actua-
tors, and controllers commonly rely on diverse com-
munication protocols, many of which are incompat-
ible with one another or use proprietary standards.
While Ethernet has already replaced a zoo of data link
layer protocols for telecom and enterprise networks
decades ago, its wide-spread application on indus-
trial 昀椀eld level was hindered by the lack of real-time
guarantees. This changed with the standardization of

Time Sensitive Networking (TSN) in the IEEE, introduc-
ing guaranteed latency bounds, zero packet loss, and
time synchronization into the Ethernet standard that
are on-par with or even exceeding the capabilities of
conventional 昀椀eldbus technologies.

However, TSNonlystandardizes thedata link layer
(layer 2), so for a full communication stack it depends
on upper layer protocols. This could be, for example,
PROFINET over TSN providing an easy transition from
conventional PROFINET networks, but for a fully inter-
operable solution, OPC UA is the protocol of choice.
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Already supporting TSNwithOPCUAPubSub for quite
some time now, the OPC UA Foundation has initiated
the Field Level Communications Initiative to develop
OPCUA FX, for a feature-complete 昀椀eld level commu-
nication solutionbasedon TSN.

With TSN and OPC UA FX, a comprehensive solu-
tion for real-time communication on the factory 昀氀oor
is available. At the same time, this stack paves theway
for even larger or more complex networks to support
edgecomputingscenarios. This iswhereDeterministic
Networking (DetNet), standardizedby the IETF, comes
intoplay, beingable to route real-time tra昀케cbetween
multiple layer 2 networks, providing network segrega-
tion for increasedsecurity andperformance.

Time-SensitiveNetworkingwith Linux
The mainline Linux kernel has evolved into a robust
platform for TSN applications, with comprehensive
support for relevant IEEE standards that enable pre-
dictable, low-latency networking essential for indus-
trial automationorprofessional audio applications.

For example, the kernel implements the stan-
dardized Enhancements for Scheduled Tra昀케c (for-
merly known as IEEE 802.1Qbv or Time-Aware Shaper)
through the TAPRIO qdisc, to provide time-slotted
communication via dedicated queues to prevent any
disturbances from parallel tra昀케c. The kernel together
with the Linux PTP application also support the preci-
sion time protocol (PTP) for achieving highly accurate
timesynchronization.

To support real-time applications, the Linux ker-
nel also comes with a variety of socket types. The
conventional AF_INETsocket is aconvenientoption to
hidemostof thecomplexityof thenetwork stack from
the application, but since the Linux network stack it-
self is mostly optimized for versatility and throughput
instead of latency, it is not really suitable for real-time
applications. With AF_PACKET, the application is re-

sponsible to fully construct thepacket includinghead-
ers, butcanpro昀椀t from lower latencybycircumventing
most parts of the Linux network stack. Finally, with the
eXpress Data Path (XDP), the Linux kernel provides the
ability for full zero-copypacket handlingbetweennet-
work cardsor network cardandapplication.

Together withmany further capabilities, the Linux
ecosystem is themost feature-richplatform for imple-
menting TSN applications with the additional advan-
tage of being completely open source and support-
ing themajority of TSN-capable hardware such as the
Intel i226 Ethernet controller. A further bene昀椀t of us-
ing Linux together with TSN is the ability to implement
convergednetworks,where real-timeapplications run
togetherwith non-real-timeapplications via the same
wire. For non-real-time applications, the full power
andcomplexity of the Linux networking stack support-
ing an abundance of networking applications out-of-
the-box, can be used, while the TSN capabilities en-
sure that these applications do not impact the real-
timeperformanceof latency-sensitive applications.

LinuxRealTimeCommunication Testbench

To validate this behavior or to benchmark hardware,
the open-source RTC-Testbench was developed:
https://github.com/Linutronix/RTC-Testbench

The tool generates and checks simulated pay-
loads, including PROFINET and OPC UA PubSub, and
ishighlycon昀椀gurablewith regards tocycle time, frame
size, socket typesandtra昀케cclassmapping. It records
achievable jitter and latency and can optionally dis-
play live measurements via a Grafana dashboard for
demonstrations or long-term measurements. Linu-
tronix is the maintainer and core contributor to the
RTC-TestbenchwhichwasfundedbyPhoenixContact,
Siemensand Intel andhas foundwide-spreadapplica-
tion fromdevelopingEthernetcontrollers tovalidating
industrial deployments.

Figure 1: Measurementsof theRTC-Testbench

Page2

https://github.com/Linutronix/RTC-Testbench


RealtimeCommunication—TSN,DetNet andOPCUA

Edge Cluster
Nodes with
Internal Routers

and DetNet Tunnel
Endpoints

DetNet

Routers

DetNet Tunnel

Endpoints

Factory Floors with Segregated TSNs IT/O�ce Network

Redundant

Paths

Figure2: ConvergedDetNetArchitecturewith EdgeCloud

OPCUAwithopen62541
To provide a comprehensive communication stack on
top of TSN, Linutronix is also involved in the develop-
ment of open62541, an open-source implementation
of the OPC UA standard. With contributions such as
the Security Key Service (SKS) or the integration with
Avahi for proper mDNS support, Linutronix addresses
speci昀椀c customer and research project requirements
while at the same time delivering valuable features to
the broader open62541 community. While open62541
already supports OPC UA PubSub and is already pro-
ductively used in many TSN applications, further key
featuresofOPCUAFXliketheconnectionmanagerare
still missing. If you are interested in using OPC UA (FX)
for your application or advancing theOPCUA FX stan-
dardization, get in touchwith us!

DeterministicNetworking (DetNet)
While TSN works well for layer 2 networks in localized
scenarios, such as a single factory 昀氀oor or festival
stage, it struggles to scale to more complex environ-
ments like industrial parks or whole broadcasting stu-
dios. Achieving fully deterministic end-to-end com-
munication in these settings is impractical with TSN
alone, limiting applications such as o昀툀oading real-
time compute (e.g., image processing or AI tasks) to
industrial data centers or 昀氀exibly routing low-latency
audio between studios. This limitation arises because,

without routingbetween segregated layer 2 networks,
phenomena like broadcast storms can severely de-
grade performance, and ensuring security becomes
di昀케cult. Also further large networks like those op-
erated by energy distribution companies or telecom
providers rely heavily on layer 3mechanisms.

This motivated the initiation of the IETF DetNet
working group. Its goal is to standardize layer 3 net-
worksprovidingtechniquessuchasprotectionagainst
packet loss and jitter due to contention, equipment
failures and impacts of network topology changes to
align with the communication requirements of indus-
trial applications. DetNetcanbuilt uponastrong foun-
dationprovidedbyTSNandonlyneeds toaddresscer-
tain details that are important when interconnecting
several layer 2 TSNs. E.g., RFC 9023 is a quite short
readandalreadycoversthemost importantaspectsof
setting upa layer 3 networkon topof TSN.

Figure2depictshowaDetNetcould look like. The
bottom shows several networks — either layer 2 (e.g.,
a TSN) or already layer 3. Each network is connected
to a DetNet tunnel leveraging existing technologies
such as IPv6 and MPLS PW to encapsulate the Ether-
netpacketswhile separating thedi昀昀erent tra昀케c昀氀ows.
Thereby, theEthernetpacket, including itsmapping to
a speci昀椀c VLAN, can be reconstructed at the egress
tunnel endpoint. Furthermore, DetNet is able to repli-
cate the tra昀케c 昀氀ows so that they can be routed over
redundant paths in the network. By this, issues from
faulty equipmentor cables canbemitigated.
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Linutronix is actively working on the vision to real-
ize a real-time edge cluster. All relevant process data
shall be sent to and from a central computing clus-
ter. The 昀氀exibility and scalability both in terms of com-
puting power as well as storage allows for many appli-
cations ranging from complex data analytics over ad-
vanced imageprocessing toAIworkloads.

DetNet allows applications running in the edge
cloud to communicate with devices on the factory
昀氀oor, while encapsulation enables communication
over shared network infrastructure. It also enables in-
dependent management of di昀昀erent domains. E.g.,
VLAN IDs can be assigned independently because
theywill bemapped todistinctDetNet 昀氀ows.

detnetctl
But as with most new technologies, there is a catch:
Network equipment manufacturers hesitate to invest
until technologyanddemandisproven,butwithoutde-
vices in the market for exploration customer demand
stays low. This is where Linux comes in. By leveraging
existingfeaturesandcontributingmissingpieces,Linu-
tronixhasbuiltbothaDetNet routerandaDetNetedge
cluster node using o昀昀-the-shelf Intel hardware. This
setup enables experimentation with DetNet capabili-
ties and provides a foundation for real-world deploy-
ments.

To con昀椀gure an industrial PC accordingly,
the detnetctl tool was developed, available at
https://github.com/Linutronix/detnetctl as open-
source. It replaces cumbersome con昀椀guration tasks,
e.g., TAPRIOqdiscsetup,withconvenientYAMLorNET-
CONF/YANG con昀椀guration. The latter uses standard-
ized data models to work seamlessly together with
compatible networkingequipment like switches.

For runningmultipleapplicationcontainerson the
same node, it is important to prevent hostile or inad-
vertent disturbances of the real-time behavior by par-
allel applications. Even the pure existence of addi-
tional network tra昀케c in a real-time queue is problem-
atic, leading to packet loss and extensive latencies
(seeFigure3). Withdetnetctlall tra昀케cisroutedto inde-
pendent queues while the application does not even
needtobeaware that its tra昀케cwill be transmittedwith
real-timeguarantees.
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Figure3: CloggingupaNetworkQueuewith Illegitimate Tra昀케c

Conclusion
With TSN, DetNet and OPC UA, a complete and mod-
ular real-time communication stack can be realized,
based on open standards and open source software.
With this architecture it is possible tobuild up truecon-
vergent networks carrying both conventional IT tra昀케c
such as web-browsing, mail or video telephony and
at the same time critical OT tra昀케c such as industrial
sensing and control. It does not only allow to reuse
the same infrastructure for reducing deployment and
maintenance costs, but also enables to o昀툀oad com-
puting or storage intensive applications to edge data
centers where cloud technologies such as virtualiza-
tionor containerizationcanbeapplied.

With its expertise in real-time compute and real-
time communication, Linutronix is at the forefront
of technology and is regularly involved in research
projects. Experts from Linutronix are active in stan-
dardization e昀昀orts and are invited to events of stan-
dardization working groups, e.g., the Avnu Alliance,
IEEE,and IETF, topresenthowto realizeemergingstan-
dardswith Linux.

Besides heavily contributing to the Linux ker-
nel, Linutronix is maintaining tooling such as the RTC-
Testbench or detnetctl and contributes to open62541.
With this, Linutronix supports its customers building
up the industrial plants of the futurewith open-source
software.
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